MPD 22-M09903 | Victim phone chain of custody | Source comparison

CALL IT WHATITIS

Det. Lawrence Mowery’s written account of Kaylee Goncalves’ phone does not
match the Walla Walla Police Department’s own field report.

Moscow Police Department Case 22-M09903 « Sequence 59 (Mowery) vs. WWPD 2022-00025025 (Ruchert) vs. MPD Sequence 50
(Deane) vs. State discovery responses

The short version

On November 25, 2022, Det. Lawrence Mowery of the Moscow Police Department drove four victim iPhones to
the Walla Walla Police Department. WWPD Det. Chris Ruchert documented, in a signed field case report, that:

« Mowery identified one phone as the priority device and asked Ruchert to start with that one. That phone
was Kaylee Goncalves’ phone (WWPD item 22M-1812). No passcode was available.

« Ruchert connected that priority phone to a GrayKey unit and obtained an Instant After First Unlock
(AFU) extraction the same day. He copied the extraction and GrayKey files to a USB drive.

* Mowery came back later that same afternoon and retrieved both the USB drive and the phone that had
just been extracted — Kaylee’s phone.

* The other three phones and Mowery’s external hard drive stayed at WWPD until November 29, when
Det. Justin Deane picked them up and handed them to Mowery at MPD.

Mowery’s own supplemental narrative (Sequence 59, dated December 5, 2022) does not say any of that. He
writes that he left “the phones” with Ruchert on the 25th, that Ruchert later said she could do a limited
extraction on Goncalves’ locked phone, and that Det. Deane picked up “the four devices” on November 29. He
never records that he took Kaylee’s phone and a USB of its extraction home with him on November 25 and
kept that phone for four days.

That is not a wording difference. That is a material omission in an official report about the highest-
priority victim device in a quadruple homicide. The Walla Walla report is contemporaneous, item-
numbered, and sighed. Mowery’s report is not consistent with it.

Side-by-side: what each report actually says

Date / issue

Mowery — MPD Seq. 59 (typed 12/5/22)

Ruchert — WWPD 2022-00025025 (11/25/22)

How many phones
on 11/25?

Implies the phones were left as a group. Does not
state he brought four and took one back the same
day.

“He turned over four Apple iPhones packaged in
separate manila envelopes.” One was designated
priority.

Priority phone

Does not say he told WWPD that Kaylee’s phone was
the priority or that he waited for that extraction.

“Detective Mowery indicated one of the phones was a
priority and asked me to start with that one.” Item
22M-1812. No passcode. That is Kaylee’s phone.

What happened to
Kaylee’s phone on
11/25?

Silent. He writes he left the phones with Ruchert to be
extracted.

AFU extraction completed on GrayKey the same day.
Data copied to a USB. “Detective Mowery returned
later in the afternoon and retrieved the USB drive
containing the data extractions as well as the device
that had been extracted.”

Locked vs.
extracted

Earlier in the same report: family PIN “did not unlock
the device.” He frames Goncalves’ phone as locked.
He later writes Ruchert “would be able to complete
limited extraction on Goncalves’ locked phone.”

Ruchert obtained an Instant After First Unlock (AFU)
extraction on the priority phone the same day he

received it. That is an extraction of a device that had
been unlocked at least once — not “we never got in.”
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Who picked up
what on 11/29?

Mowery: Deane “picked up the phones and returned
them.” He received “the four devices.”

Ruchert: On 11/29 she turned over “the three
remaining devices and Detective Mowery’s external
hard drive.” Deane’s own MPD Seq. 50 matches that:
“three cell phones and a hard drive.”

Custody gap

Mowery never accounts for Kaylee’'s phone between
the afternoon of 11/25 and Deane’s 11/29 pickup. His
report reads as if all four sat at WWPD the whole

Kaylee's phone and the USB left WWPD with Mowery
on 11/25. The other three phones + HDD stayed until
11/29. That is four days of unreported sole custody of

time.

the priority device and its extraction files.

Yellow = Mowery left it out. Red = Mowery’s version cannot be squared with WWPD'’s contemporaneous report.

The actual timeline from the records

Date What the records say happened

11/15-16/22

Mowery asks CDA PD Det. David Taylor for a brute-force assist on all four victim phones. Taylor cannot
extract. Phones returned to MPD 11/17.

After 11/17

Mowery gets family PINs for Mogen, Kernodle, and Chapin. Those three unlock. The PIN provided for
Goncalves “did not unlock the device.” He does advanced logical extractions at MPD on the three unlocked
phones.

11/20-23/22

Second ask to Taylor for full-file system on the three unlocked phones — Taylor says he cannot. Mowery
then tries Post Falls PD Det. Neil Uhrig — tools will not support full-file system.

11/25/22 AM Mowery arrives at WWPD with four iPhones and his external hard drive. He tells Ruchert Kaylee’s phone is
the priority. No passcode for that device (item 22M-1812).
11/25/22 same day Ruchert runs GrayKey AFU on Kaylee's phone, decodes in Cellebrite Physical Analyzer, copies extraction +

GrayKey files to a USB. Mowery comes back that afternoon and takes the USB and Kaylee's phone. Three
phones and the HDD stay.

11/25-28/22

Ruchert continues full-file system extractions on the remaining three (items 22M-1807, 22M-1862, 22M-
1861) using the passcodes Mowery provided. She copies those extractions onto the HDD Mowery left. On
11/28 she loads 22M-1807 into Cellebrite PA; Mowery tells her he does not need the parsed files because
he has forensic programs.

11/29/22 Det. Justin Deane (MPD #112) picks up THREE phones and ONE hard drive from Ruchert at ~1155 hrs and
hands them to Mowery at MPD at ~1430 hrs. Deane’s narrative does not list a fourth phone. Ruchert’s
narrative does not list a fourth phone leaving that day.

12/5/22 Mowery types Sequence 59. He writes that he left the phones with Ruchert, that Ruchert could do full-file on

the unlocked devices and a limited extraction on Goncalves’ locked phone, and that Deane returned “the
four devices.” He does not record the 11/25 afternoon pickup of Kaylee’s phone and the USB.

Discovery, years
later

State response to defense request #257 (Kaylee full-file system after unlock): “MPD is still waiting on
updates and/or support from forensic software providers that will hopefully allow extraction of Kaylee
Goncalves’ phone. To date, MPD has been unable to unlock this phone.” That statement cannot be read as
complete if an AFU extraction and USB of that extraction already existed on 11/25/22 and left WWPD in
Mowery’s hands.
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Why this is a lie, not a sloppy sentence

A detective writing a supplemental narrative two weeks later can forget a name or a time. He does not “forget”
that he personally drove the priority victim’'s phone back to Moscow the same day it was extracted, while the
other three devices stayed in another city’s lab for four more days. That is the kind of fact a chain-of-custody
narrative exists to record.

Three independent writings line up against Mowery’s version:
1. Ruchert's WWPD field report — four phones in on 11/25; priority phone + USB out with Mowery that
afternoon; three phones + HDD out to Deane on 11/29.
2. Deane’s MPD Sequence 50 — “three cell phones and a hard drive.” Not four phones.
3. Item numbers in the WWPD report — 22M-1812 processed and released 11/25; 22M-1807 / 1862 /
1861 processed and released 11/29.

Mowery’s Sequence 59 is the outlier. It collapses four days of split custody into one sentence — “I left the
phones with Det Ruchert to be extracted” — and then treats November 29 as the date all four devices came
home. That is false on the WWPD record.

The later State discovery answer compounds it. Telling the defense in writing that MPD has been “unable to
unlock this phone” and is “still waiting on updates” is not compatible with a documented GrayKey AFU
extraction already completed on 11/25/22 and handed to Mowery on a USB that afternoon — unless that
extraction and that USB are being treated as if they do not exist.

Open questions the reports themselves create

« Where is the USB Ruchert burned on 11/25 that contained Kaylee’'s AFU extraction and the GrayKey-
generated files? Name it in the property log. Produce the hash values.

* Where was Kaylee's physical phone from the afternoon of 11/25 until Deane’s 11/29 return of the other
three devices? Who had it. Where was it stored. Who accessed it.

« What examination, if any, did Mowery perform on that phone or that USB during those four days? His
own report says an examination of “the data” would be completed at his earliest convenience. He never
writes that he already had Kaylee’s extraction in hand.

* Why does Sequence 59 describe Goncalves’ phone as locked and limited, after WWPD had already
completed an AFU extraction on it?

« Why does a State discovery response years later still claim MPD has been unable to unlock Kaylee’'s
phone?

« Alivea Goncalves reported her sister’s account appearing “online” and then being deleted. When was
that phone accessed, by whom, and is that access in any forensic log Mowery or WWPD generated?

Sources used

Moscow Police Department, Law Supplemental Narrative, Incident 22-M09903, Sequence 59, Det. Lawrence Mowery
#162, narrative dated 12/4/22-12/5/22, reviewed by Sgt. J. W. Lawrence 12/5/22. (Print stamp 07/08/25.)

Moscow Police Department, Law Supplemental Narrative, Incident 22-M09903, Sequence 50, Det. Justin Deane #112,
12/1/22, reviewed by Capt. Berrett. Pickup of three cell phones and a hard drive from WWPD Det. Chris Ruchert on
11/29/22.

Walla Walla Police Department Field Case Report 2022-00025025, narrative by 275 Ruchert, 11/25/22, reviewed by
Maiuri, Jeremy Richard 01/18/2023. Pages 2—4 of 4.
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State’s Response to Defendant’s 11th Supplemental Request for Discovery, Exhibit 1 / Exhibit J — items 256-258

regarding Eric Gower and Kaylee Goncalves phone extractions, including the written claim that MPD has been unable to
unlock Kaylee Goncalves’ phone.

This compilation quotes and contrasts the official writings. It does not add facts that are not on those pages. The
contradiction is on the pages.

Mowery had Kaylee’s phone and the USB of its extraction on November 25, 2022. His report
pretends he did not. That is the lie.
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10:31 Law Supplemental Narrative: Page: 1
Details
Incident Number 22-M09903 Name Lawrence Mowery
Sequence Number 59 Date 12:28:57 12/05/22
Narrative

(See below)
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Narrative:
Victim Phone Extractions

Case # 22-M09903
Date: 12/4/2022

On November 15, 2022, I contacted Det David Taylor of the Coeur d'Alene Police
Department with a request for an agency assist. I requested assistance unlocking
the cell phones of Kaylee Goncalves, Maddie Mogen, Xana Kernodle and Ethan
Chapin, the victims in this case. I emailed Det Taylor a copy of the signed
warrant describing the phones as being searchable.

On November 16, 2022, the phones were transported to the CDA Police Department
for a forensic brute force attempt to unlock them, however Det Taylor stated he
was not able to extract any information from the locked phones and the phones
were not supported for the brute force pin code extraction. The phones were then
returned to the Moscow Police Department on November 17, 2022.

I then asked for assistance from Cpt Tyson Barrett in attempting to gain pin
codes from family members to access the data on the devices. I was provided pin
codes for Mogen, Kernodle and Chapin, which successfully unlocked the devices.
The pin codes provided for Goncalves' phone did not unlock the device. '
.%\.‘ U
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On the three dgvices I was able to unlock, I performed advanced logical

extractions on the devices at the Moscow Police Department. A report for eachg re
evice will be completed separately. 3 - i 9:-00_ KoV
— —_—
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On November 20, 2022, I again requested the assistance of Det Taylor in gainingcxa& v
a full-file system extraction on the three unlocked devices. The phones were kﬁﬂ,\ﬂle’
delivered to CDA Police Department on November 21, 2022. On November 22, 2022, §;$VDBQ}'
Det Taylor stated he would not be able to complete the extractions.

On November 23, 2022, I went to the CDA Police Department and picked up the
phones. I then took them to the Post Falls Police Department and spoke with Det
Neil Uhrig. Det Uhrig informed me his forensic tools would not support a
full-file system extraction.

On November 25, 2022, I went to the Walla Walla Police Department and spoke with
- ——
(:ﬁ-—-:“‘ﬁ_ —
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Det Chris Ruchert Det Ruchert stated her forensic tools would be able to
support ful -ysteﬁ“!!tractions on the unlocked devices, and wou e abl

oncalves’ locked phone.

with Det Ruchert to be extracted

On NNovember 28, 2022% Det Ruchert informed me the phone
comp y to be picked up. -n- Justin Deane
picked up the phones and returned them to Petice Department. I
received the four devices and placed them in the secure computer forensic lab.

The extracted data was copied to the forensic computers and verified by hash
values.

An examination of the data will be completed at my earliest convenience.

Det. Lawrence Mowery - 162
Mon Dec 05 12:29:01 PST 2022

Reviewed:
Sgt. J. W. Lawrence
Mon Dec 05 13:59:54 PST 2022
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10:22 Law Supplemental Narrative: Page: 1
Details
Incident Number 22-M09903 Name Justin Deane
Sequence Number 50 Date 14:08:06 12/01/22
Narrative
(See below)
Narrative:

=Picked up the three cell phones and hard drive from Walla Walla PD
-Detective Justin Deane #112

1. WatchGuard Event: N/A
Additional Responding Officers: N/A
Case number added to WG: N/A

L Evidence
N/A
¥ Narrative

On November 29, 2022, I was asked to pick up three cell phones and a hard drive
from Detective (Det) Chris Ruchert of the Walla Walla Police Department. I met
with Det. Ruchert at approximately 1155 hours (hrs) and took possession of the
four items. I drove back to the Moscow Police Department where I handed the
items to Det. Lawrence Mowery at approximately 1430 hrs.

4. Other € then OYACCORL HARD TP
N/A "LYC’(D% AN Yheie O RMoce
Thu Dec 01 14:10:42 PST 2022 PMOIAL /Ao k!

Detective Justin Deane 112

I certify (or declare) under penalty of perjury pursuant to the law of the State
of Idaho that the foregoing is true and correct.

Thu Dec 01 16:30:26 PST 2022
Reviewed by Capt. Berrett
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WALLA WALLA POLICE

= 2022-00025025
FIELD CASEREPORT

NARRA TIVE

Investigafion:

I received a request from Detective Lawrence Mowery for assistance exiracting data
from several mobile devices. Defeciive Mowery odvised his agency was investgor"_“mg‘
a q:uoﬂrij.cf' ide, and The phones belonging to the decedents ha en seie
as part of the investigation. Detective Mowery advised he had passcodes for the

._I_Eh;ge of The de_:v’u_ces and reg_g_ested f'ﬁE sys_lsm extr_gctrons.c gju_“ 3

B | met with Detectlive Mowery af the Walla Walla Police Department.
He turned ovey’ Apple IPhones pﬁ@éd in separate manila envelopes,

Detective Mowery indicateq(ond)of the phones was a priority and asked me to start
with that one. Detective Mowery provided me with a copy of a signed search

: < P
warrant Ka({lﬁgm oc
| examined the priorily phone as identified by Detective Mowery. Detective Mowery
advised a passcode was not available for this device, Ifem 22M-1812. | connected It
fo the GrayKey unit and was able o obtain an Instant After First Unlock (AFU)

| extraction. Once the extraction was completed, | downloaded the extraction To the
Walla Walla Police Department Digital Forensics Laboratory network storage drive. |
o\e‘g ned the éxiraction in Cellebiite Physical Analyzer which decoded the :':laio. R\
—_— — .‘.

| copied the extracted data and accompanying GrayKey-generated fies to a USB Lo \
drive. Detective Mowery refumed Taler in the affernoon and retrieved the USB drive s
_containing the data exiraciions as well s the device that had been exirgc!eg._(g d’fﬁ_‘

| then connected lleo the GrayKey unit and obtained a full file system
extraction. This device Wasprocessed in paired mode since the passcode had been
provided by Deleclive Mowery, | downloaded the exiracted dala and
accompanying GrayKey-generated files to the DFL network storage drive.

| loaded the extraction for Iter{ 22M01807into Cellebrite PA and
creaied a_urd lile. | was later advised by Deteclive-iowery that he did not need the
exiractions parsed because he had access lo forensic programs.”

— e — ——
L]

| then connected ltend Iteo the GrayKey unit, successively.
These devices were also placed into paired mode as the passcodes were provided by

— _—
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| 275 Ruchert 11/25/2022 | Maturi, Jeremy Richard 01/18/2023
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WALLA WALLA POLICE
w» 2022-00025025
FIELD CASEREPORT

NARRATIVE (continuation)

Detective Mowery. | was able to obfain full file system exiractions from both of the
devices. | downloaded Thé exira ala and GrayKey-generated files 16 he DFL
[etwork sigiege dive. o

\

| copied the extracted data from the network storage drive 16 an exteral hard drive L
Detective Mowery had left with me on 11/25/2022. On 11/29/2022. | met with ‘
Detective Jusfin Deane af The Walla Walla Police Depariment. | fumed over the three N
remaining devices and Detective Mowery's exiemnal iard drive containing the 4

exiracted data and files. EH’K‘J)‘X@M‘ \mmc_,ol——-é’k\'emﬂ] ’D(\‘{{Q deui,g

All extracted data files were verified via M_[.)_S_ and SHA-256 hash verification using the

program Hasher.exe:

Facial recognition technology was not used in this investigation.

—_—

Evidence:

No evidentiary items were logged info the Walla Walla Police Department
Evidence/Property system. Items were stored in the secure Digital Forensics Laboratory
until they were tumed over to the investigating dgency.

De-Escalation:

| did not have contact with any citizens related to this assist for another agency.
Force Used:

| did not have contact with any citizens related to this assist for another agency.

Communications:

| | communicated with Detective Mawery via phone, text message., email, and in

person. | communicated with Detective Deane via phone.
—— — — —

Records Instructions:

There are no specific instructions for records. ().)h(}‘k’ ‘1 2‘ MQ.JQ A Lov

)
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I 275 Ruchert

11/25/2022 | Maiuri, Jeremy Richard
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WALLA WALLA POLICE
os» 2022-00025025
. FIELD CASE REPORT

NARRA TIVE (continuation)

Refemals:

No referrals for criminal prosecution will be made as there are no alleged crimes
committed within the jurisdiction of the Walla Walla Police Department.
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This item should be on next week's hard drive.
240. AV00304 (Received 5/22/23)
All of the linked media sub folders in AV00304 are empty.

The State does not have this item in its possession. MPD received these sub folders from Facebook
empty.

241.  Copies of all 3D scans and photographs completed by the FBI and ISP during their visit to
1122 King Road on October 31 - November 1, 2023, to include all scans and photographs
of the residence and surrounding area.

The Slal V000843 contains the 3D scans however it requires proprietary sofiware

(which the STate does not have) in order to review. The State has not received any other materials
related to the October 31-November 1, 2023. ISP/FBI visit to date.

242. pdated / complete CAST Report. (CAST Report provided to defense waqlabeled draft

y and included no expert analysis)

The State has been advised that this item exists in draft form and the final report is pending peer
review. The State will disclose upon receipt.

243. All materials relied on or referenced in creating the CAST report. Thisrequest includes,
but is not limited to FBI Special Agent Nicholas Balance’s documentation, notes, reports and
copies of materials used in his investigation and analysis.

The State has been advised that the FBI relied upon records obtained for 8458 obtained via
scarch warran nd All of these items (with the exception of
item 251 and tl ave been previously disclosed to defense. Item 251 and the

wwer list have beenjrequested and will be disclosed upon receipt.
tower list have been/n uf&%%"\wq Cp( pCﬁ _J,c.\f-\ A,
244. Copies of investigative reports, lab reports, photographs, chain of custody records and/or
any other documents that exist related to the analysis of soil recovered from a shovel found
inside Mr. Kohberger’s vehicle. (FBI Agent Travis Shirley’s Report - Request for a Solid
Provenance Examination - dated 6/13/2023).

Photos 13453-13454 should be on next week’s hard drive.
Bates 15445-15446 should be on next week's hard drive.

245. Copies of investigative reports, lab reports, photographs, chain of custody records and/or
any other documents that exist related to the collection and analysis of soil recovered from six
different sites in the Moscow/Pullman area by MPD Detective Payne on 8/2/2023 - MPD
Supplemental Report #227.

See answer to 244,
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AV000852 which should be available on next week’s hard drive.

256. Full file System/FFS Extraction for Eric Gower's cell phone. (Advanced logical extraction
only is what was previously provided to defense.)

Advanced Logical Extraction was the only extraction completed on the phone as the full-file
extraction process was not available in-house at the time MPD extracted the phone.

257. Full file System/FFS extraction for Kaylee Goncalves’s phone after it has been unlocked.
(The defense has been provided an extraction with user data encrypted due to the phone being
locked. There is additional information stored in an unencrypted area on the phone that has not been

provided. Please let us know what the current status of the phone is and if steps are still being taken /l\g{
\

to unlock the device.) ————
== '

MPD is still waiting on updates and/or support from forensic software providers that will hopefully
allow extraction of Kaylee Goncalves’ phone. To date, MPD has been unable to unlock this phone,

258. All reports, information and data, including all experts, the State has relied upon in
developing the affidavits in support of all warrants.

The State has provided cverything in its possession or control that is required by Idaho Criminal
Rule 16 to be disclosed. The State will continue to supplement its discovery responses as
additional information is received.
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